EC-Council Certified Incident Handler Exam 212-89
Incident Notification Form for External Communication

Incident Notification Form for External
Communication

Incident Ref. No.:

Section | - Incident Description (To be Filled by Employee Reporting Incident/First Responder)

Category of Incident or Responsible Parties: Name of Person Reporting Incident:
Location of Incident: Contact Number: Designation:
Date/Time of Incident Date/Time of Incident Email:

Occurred: Discovered:

Section 2 - Incident Details

Detailed Description of the Incident:

(Include all details of the incident, including impact on business and services, scope of attack
including the resources, accounts, devices, and other components compromised, crucial information
and data at risk, urgency to recover the incident, etc.)

Nature/Type of Incident:

7] Abuse of information systems [ Compromise of information systems and data

assets

"1 Denial of service attack 1 Leaking of classified data in electronic form

7] Masquerading "1 Loss of mobile device or removable media that
contain classified data

[l Massive malware infection I Ransomware

] Website defacement 1 Inappropriate use of network resources

[] Copyright infringement [l Others:

Page | 1 EC-Council Certified Incident Handler Copyright © by EC-Council

All Rights Reserved. Reproduction Is Strictly Prohibited.




EC-Council Certified Incident Handler
Incident Notification Form for External Communication

Notification of the Incident

Individual(s) Notified Time and Date

Exam 212-89

Name/Title/Phone No./Address of

Notified Person(s)
[J Customers
[] All employees in other departments
O Suppliers
'] Local communities
[0 Financial partners
(] Media
[J Legal department
[l Others
REPORTING STAFF SIGNATURE: DATE:
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